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cMT-G04 with OPC UA Server and MQTT Sparkplug B

Introduction: To implement lloT connectivity without changing existing HMI
and controller hardware, as well as HMI and controller programs, Weintek
has released two Gateway protocol converters, which are cMT-G03 (Serial
bridge) and cMT-G04 (Ethernet bridge), to retrofit customers’ systems. This
document discusses how to utilize cMT-G04 to build the OPC UA server and
transfer data via MQTT Sparkplug B specification, which is well supported by
Inductive Automation Ignition SCADA.

cMT-G04 has a built-in Ethernet switch to act as an Ethernet bridge. To
bridge a cMT-G04 to the device, users need to connect the existing HMI to
SW1 port of cMT-G04 and connect the existing controller to SW2 port of
cMT-GO04. This architecture can ensure the communication between the HMI
and the controller is not affected. The LAN port of cMT-G04 is used to
connect to a company or factory network.

Equipment & software:

1. HMI
2. Allen Bradly MicroLogix 1100
3. cMT-G04

Note: Easybuilder pro version 6.01.02 and greater supports cMT-G04.
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Wiring diagram:

Before configuration -

AB Micrologix1100

HMI Panel

i

SEIEIE

i
After configuration -
192.168.1.X
HMI Panel
|

cMT-G04

192.168.1.Y
Q000 -
Ethernet ] N

Ethernet — ]

3 N

192.168.0.X
Ethernet

AB Micrologix1100  192.168.1.7

MQTT EoN Node
OPC UA server

Page 2 of 15

OPC UA
Client

Connectionto
CompanyIntranet



cMT-G04 with OPC UA Server and MQTT Sparkplug B

Hardware Configuration:

Ethernet ports of cMT-G04 -

SW1 HMI

SwW2 Controller

LAN Company or factory network

Software configuration:

Launch Easybuilder pro and select cMT-G04 Gateway(Ethernet Bridge).

D New  New Project

Model : MTE102IE (1024 x 600) ~
MTE103iE (1024 x 600)
~ @ XE Series
MTE090XE/MTE091XE (1024 x T6E)
MTB092KE (1024 x 768)
MTE121XE/MTE150XE (1024 x T68)
~ @ cMT Series
chT3072 (1024 x 500)
chAT3080 (1024 x 768)
cMT3103 (1024 x 500) <MT-G04 Gateway (Ethernet Bridge)
chT3157 (1024 x 768)
chT-SWR (1024 x 748)
chT-HDMI (1920 x 1080)
v B cMT Series - Gateway
cMT-GO1 Gateway
chMT-GOZ Gateway (Built-in Wifi)
chMT-GO3 Gateway (Serial Bridge)
cMT-G04 Gateway (Ethernet Bridge)
~ @ mTV Series
mTW-100 (1280 x 720)

Open

Use template (template_G04.cmtp)

Uncompress Project| | &, Demo Project Cancel
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The popup window will be displayed as shown. Click [New Device] to select a

driver of the controller.

System Parameter Settings X

Device Model General System Setting Remote Security Time Sync/DST  e-Mail

Device list: What's my IP?
Mame Location Device Type Interface I/F Protocol  Station Mo.
Local HMI| Local HMI Local cMT-G04 Gateway (Ethernet Bridge) - - 1
MNew HMI... New Device... Delete Settings...

[Name]: Enter a name of the controller and HMI.

[Device type]: Select this driver “Rockwell EtherNet/IP(DF1)” for the
communication of the AB Micrologix 1100.

[I/F]: Ethernet
[IP]: The IP address is the same as the IP address that | set up on the PLC.

Click [OK] to exit.

Device Settings X

Name : | AB MicroLogix 1100 with Profico: HMI|

@ Device

Location : | gea| Settings...

# Select Local for a device connected to this HMI, or Remote for a device connected through another
HMI.

Device type : Rockwell EtherletTP (DF1) [
Device ID : 132, V.2.90, ALLEN_BRADLEY_EIP_DF1.e30
IfF : |Ethernet | Open Device Connection Guide

* Support offine simulation on HMI (use LB-12358)

IP: [192.168.1.10, Port=44313 Settings...
[[Juse UDP (User Datagram Protocol )

Interval of block pack {words) : |5 ~
Max. read-command size {words) : 120

Max. write-command size {words) : 100

el
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Double click [Local HMI] to change the name of cMT-G04.
Systermn Parameter Settings

Device Model General System Setting Remote Security Time Sync/DST  e-Mail

Device list: What's my P2
MName Location Device Type Interfa

v Local HMI Local cMT-G04 Gateway (Ethernet Bridge) -

AB MicroLogix 1100 with Profiooe HMI Local Rockwell EtherMet/IP (DF1) Ethern

Device Settings *
MName : |Loa| HMI |
@ HMI
Location & || gcal ~ || Settings...

Click [OK] to close [System Parameter Settings].

You can see the three main steps on the main screen to complete this project.

Step 1.  Add a driver into Device List in the project. (This step is completed)

Step 2. Enable OPC UA server and MQTT. Designate PLC addresses.
Step 3.  Download this project to cMT-G04.

Add drivers Services Download

: : : - Final step.
Add drivers for connected Add services for SCADASoffices = P o :

E : X Transfer this configuration to
controllers/PLC/imerters/.. external system to access. the diiia &

orcun —

Step2. -
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MQTT Sparkplug B Setup -

Click [MQTT] button on the main screen or go to [lloT/Energy] » [MQTT] on the toolbar,
and check [Enable] checkbox to enable MQTT functionality.

There are three tabs to configure communication parameters of the MQTT server.
[General] tab -

Cloud service: Select Sparkplug B.

Protocol: Supports MQTT v.3.1 or MQTT v.3.1.1.

Domain name: Use test.mosquitto.org as broker for testing purpose.

Port number: Enter MQTT port number 1883.

Client ID: Enter the client/registeration ID.

Authentication: If enabled, subscribers will be required Username and Password when
connecting MQTT Broker.

MQTT Server

General Address

Comment :
Cloud service :

Protocal :

Domain name :
Port:

ClientID:

Keep alive time :

[Address] tab - Define registers of Status address and a register of Control address if

enabled.

Note: Easybuilder pro version 6.02.01 supports Buffer functionality for Sparkplug B.

TLE/SSL

SparkplugB ~
MQTTv3.1.1 =

[J Customize length for client ID/username/password

|test.mosquitto.arg | Use domain name

[1883 |

|weir1tek,u sa ‘

%0 : HMI name
%2 : Random
9696 : Character %

[ Authentication

10 second(s) >
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MQTT Server X
General Address TLS/SSL
Status address
Device : |Local HMI ~ Settings...

s -

Status : LW-100
(0:stopped, 1:disconnected, 2 : connected )
Error - LW-101

(0: none, 1 or more : error)

@

Control address

Device : |Local HMI ~ Settings...

Command : LW-102
(0:none, 1:start, 2:stop, 3: update)
Reserved : LW-103 (4 words)
Port : LW-107
Client 1D - LW-108 (20 words)
Authentication : LW-128
({0:none, 1:account)
Username : LW-129 (16 words)
Password - LW-145 (16 words)
Domain name : LW-161 (64 words)

[TLS/SSL]tab - Disable TLS/SSL.

MQTT Server *

General Address TLS/SSL

[] Enakle

After completing Server setup, there are two tabs within Sparkplug B.

[General]tab - Enter Group ID and Edge node ID.

MQTT

Enable

Server
Settings... | Domain name : test.mosquitto.org, Port © 1383

Sparkplug B

General Device

Group 1D : |cMTGroup

Edge node 1D |cMT EoM

DDATA min. time :

* Minimal waiting time before sending a new DDATA (Deivice DATA) message (if data changes are detected)
Qos: |1 b
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[Device]tab - Click [New Tag] to add tags into the MQTT payload.

sparkplug B

General Device

Name Address Address Format  Address Element Count MNew Group
[7] AB MicroLogix 1100 with Profiooc HMI
Local HMI (30T —
Delete
Setting

Enter a tag name and select data type as well as a controller register.

Tag x
MName |Tagﬂ |
Type
(@) Bit () Waord
Address
Device : |Local HMI Settings...
Cancel

The window as shown includes all tags created in the MQTT EoN node.

MQTT x

Enable

server
Settings... | Domain name : test. mosquitto.org, Port - 1883
Sparkplug B

General Device

Name Address Address Format  Address Element Count New Group
v AB MicroLogix 1100 with Profios HMI
W B33 B3-3 Bit 1 BIGTHE
W F20 F&-0 32-bit Float 1 Delete
B NTS M7-5 16-hit Unsigned 1
v Lozal HMI Settings...
B HCoUR LwW-9019 16-bit Unsigned 1
B MINUTE LwW-3018 16-bit Unsigned 1
B SECOND LwW-3018 16-bit Unsigned 1

MQTT Sparkplug B can transmit tags on the connection which can be clearly browsed on
the Tag Browser of Ignition. Browse the tags data from the following path of Tag
Browser.

[All Providers] » [MQTT Engine] » [cMT Group] (Group ID) » [cMT EoN] (Edge node ID) »
[Local HMI] (Device name) » HOUR

Page 8 of 15



cMT-G04 with OPC UA Server and MQTT Sparkplug B

[All Providers] » [MQTT Engine] » [cMT Group] (Group ID) » [cMT EoN] (Edge node ID) »
[AB MicrolLogix 1100 with Profxxx HMI] (Device name) » F8:0

OPC UA Server Setup

Click [OPC UA] button on the main screen or go to [lloT/Energy] » [OPC UA Server] on
the toolbar, and check [Enable] checkbox to enable OPC UA server functionality.

OPC UA Server

Enable
Server

Settings...

Tag
=] Local HMI New
| [ | Tags o

=1-_| AB MicroLogix 1100 with Profioc HMI
v Tags Delets

Import...

Export...

Click [Tags] within [AB MicroLogix..](Controller name) and then click [New Tag] to add
OPC UA tags.

For example, add a tag for Internal bit memory of the PLC.
[Name]: Enter a tag name.

[Type]: Data type is Bit.

[Address]: Select B3 and enter register number 3.

[Type]: data is readable and writable.

When completing setup, click [OK] to exit.
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Enahle
Server
Settings...
Tag
E‘:_] Local HMI New group...
. [+ | Tags
=+ | AB MicroLogix 1100 with Profiae HMI New Tag...
=gl Delete
Settings b Settings...
Mame : | 13:3 Import...
Type Export...
(@ Bit () Word
Address
Settings...

Device : | AB MicroLogix 1100 with Profiooc HMI

Type

Readable Writable

Conce
Exit

The window as shown includes all tags created in the OPC UA server.

QOPC UA Server

Enable

Server

Tag

SR ocal Hhr Mew group...

. B | Tags
=] AB MicroLogix 1100 with Profooe HMI New Tag...

E‘———l Tags Delete
-l B3:3

Settings...
Import...
Export...

Step3. -
Connect the LAN port of cMT-G04 and the PC to a router with an Ethernet cable. Click
[Download] button on the main screen or go to [Project] » [Download] on the toolbar.
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Find the cMT-G04 and click [Download].

Download (PC->HMI)

(@) Ethernet Password/Port no. of download/upload : | Settings...

4 < IB HMIName 3
HMI - | cMT-4361 Bl 192.168.0.211 (cMT-4361)

Search

Search All

Search and Change IP

[“|Runtime * Mecessary if update runtime or execute download first time.
M i

Reset recpe (RW, RW_A) Reset event log Reset data sampling

[[] Automatically using current settings to download after compiling

stop Exit

You can change the LAN IP address of the cMT-G04 by going to [Search and
Change IP].

Download (PC-=H ®
(®) Ethernet Password Port no. of download/upload : | Settings...
4 1B HMIName b
Search and Change IP *
HMI Name ~ [P HMI Model  Ma oHGP : @ on Oof
169.254.0.1 cMT-G04 Ga... m
[ 169 . 254 . 0 1|
[ 255 . 255 0 0|

Password : |..uu |

Elink LED Apply

Refresh Exit
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Disable DHCP and enter IP address as well as subnet mask according to the company/
factory network. Click on [Apply]. The popup window will show “Successfully updated
Ethernet settings.”

Search and Change IP x
HMI Hame ~ 1P HMIModel M bHeP : Oon @off
p chT-4361 1921680211 |cMT-GO4 Ga... | 00
1P=| 192 . 188 . 0 . 211 |
Subnetmask : | 255 . 255 . 255 . 0 |

Password : |...... |

HmiSearchWidget * | Bk LED | | e |
¥
Successfully updated Ethernet settings !
.
==

Changing the IP address of the SW1 &SW2

Connect the LAN port of the cMT-G04 and the PC to a router with an Ethernet cable.
Open a web browser (IE, Chrome, or Firefox) on a PC, and make sure the IP address of
the PC has a same subnet IP. Enter the IP address of cMT-G04. For example,
192.168.0.211.

Select an identity and enter its password. The default password is 111111.

Please Login!

LOGIN &

| INFORMATION

Date
. 2018/11/01
J Time: T -
9) 01:02:21 am
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Go to [Network] tab. The IP address of the Ethernetl is the IP address of LAN port, and
it is changed by the earlier step.

® .

(@ Network

Date/Time

HMI Name

History

Email

Project Management
System Password
Enhanced Security
EasyAccess 2.0
OPCUA

Communication

identity:
Syster:':ly Setting

Network
Ethernet

hernet] (WAN/LAN)
MAC address : 00:0c:26:14:43:61

IP Address Ethernet

Obtain IP address automatically

Save

IP: 192 . 168 - 0O
Mask: 255 . 285 - 255 -
Gateway:

DNS: 8 . 8 . 8

- 21

Switch (LAN)
MAC address : 00:0c:26:14:53:01

@ Use static IP address below(Eth1)

Click [Switch(LAN)] and enter IP address as well as mask for the communication of the
machine network. SW1 and SW2 share the IP address of Switch.

® .

(@ Network
Date/Time
HMI Name
History
Email

Project Management

System Password

Enhanced Security
EasyAccess 2.0
OPCUA

Communication

identity:
Systerf]y Setting

Network

Ethernet
Ethernet! (WAN/LAN)

IP Address Ethernet

Save
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MAC address : 00:0c:26:14:43:61

@ Use static IP address below(Switch)

IP: 192 - 168 - 1
Mask: 255 - 2585 - 2556 -

- 189

Switch (LAN)
MAC address : 00:0c:26:14:53:01
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Testing:

Launch the OPC UA client software UAExpert on a PC to monitor OPC UA tags data.

' Unified Autermation UsExpert - The OPC Unifred Archibecture Chent - G04_0PC LA TEST®

Flo View Servor Document Setfings Holp
. & :
U DBEB =0 X2 B X <=

& % Duts Accen View

et
¥ [ Propect . Sorver Node Id Diésplay Mame Vsl Dotatype  Source Timestamp  Server Timestamp Satuscode
~ M Servers 1] UsServer@eM... NS2SinalaB . B3:3 falze 8|r.\o|eur\ AM 09:58:20.657 AM 09:58:21.079 Gm
L i 2 Uas S N AR . FBO 334766 Float AM 095905873 AM 095905873 <]
& UsServer@cMT-EF7E - None - None (ustcp-ussc-usbinany) 3 UnServer@ehl. NEliShoaldB . NS Fa Uied 16 AMOS SRR TH  AM D958 25404 Geod

~ [ Documents
£ Dot Access View

Addies Tpace
G (oSl
= Root
~ 2 Objecs
¥ [ A5 MicroLoge: 1100 with Profise M|
= atistics
~ I Tags
@ B3
@ feo
@ NS
~ 23 Local HMI
L Seatistics
12 Tags

You can drag and drop tags configured in the OPC UA server to [Data Access View].

ﬁ Root

v ) Objects
v ) AB MicroLogix 1100 with Profiooc HMI
I Statistics
v |2 Tags
& B3:3
&l Fa:0
& NT5
v [ Local HMI
I Statistics

i Tags

The data will be displayed as shown.

# Server Maode Id Display Mame Value Datatype Source Timestamp ~ Server Timestamp Statuscode
" UaServer@ch.. NS2|String|AB . B3:3 false Boolean Al 09:58:20.657 Al 09:58:21.079 Good
UaServer@ch... N52|String|AB .. F&:0 33.4305 Float AM 10:00:55.390 AM 10:00:55.390 Good
3 UaServer@ch... MS2|StringlAB ... NT:5 25 Ulnt16 AM 09:58:24 790 AM 09:58:25.404 Good
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Reference Link:

Weintek Labs website: http://www.weintek.com

[e

1
VWWWENTEKM Founded in 1996, WEINTEK LABS is a global-leading HMI manufacturer

and is dedicated to the development, design, and manufacturing of practical HMI
solutions. WEINTEK LAB’s mission is to provide quality, customizable HMI-solutions that
meet the needs of all industrial automation requirements while maintaining customer
satisfaction by providing “on-demand” customer service. WEINTEK LABS brought their
innovative technology to the United States in 2016, WEINTEK USA, INC., to provide
quality and expedient solutions to the North American industrial market.

6219 NE 181s Street STE 120
Kenmore, WA 98028
425-488-1100
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